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1 Safety Instructions

/N NOTE

The Webmodule CG-S shall only be used for its intended
purpose and in undamaged and perfect condition!

When working on the electronic device make sure that it
is disconnected from the voltage! Pay attention to the dif-
ferent power supplies in mains or battery operation.

Observe the national safety rules and regulations for pre-
vention of accidents as well as the safety instructions
included in these operating instructions marked with ZAl

2 Conformity with standards

Conform to: EN 60950-1. Developed, manufactured and
tested acc. to ISO 9001.

3 Technical data

24V DC
Power consumption 12W

Current consumption 33 mA +/- 25%
Connection RJ45

Insulation class Il

Supply voltage

Degree of protection acc. IP 20

to EN 60529

Ambient temperature -10°C .. +65°C
Connection terminal 1.5 mm?

Weight 0.7kg
90 x 35 x 32 mm

Dimensions

3.1 Description / Scope of application

The webmodule CG-S for visualisation and monitoring of a
LP-STAR system via local ethernet (LAN) with a customa-
ry WEB-browser (e. g. Internet ExplorerTM). Integrated
mail-client for a comfortable and event based failure notifi-
cation for up to 5 email addressees. Password protected
access accounts capable of parametrisation.

4 Important instructions about cybersecurity
for using the CG-S web module in Ethernet
networks

The CG-S web module is a component of safety devices
in an Ethernet communications network, and is therefore
particularly important to prevent unauthorised access, for
example, through hacker attacks. The CG-S web module
has several safety features, e.g. encryption, password pro-
tection etc. The security of the CG-S web module ulti-
mately depends on operator settings, e.g. high-quality
passwords and the network environment in which the
web module operates. An unsecure network environment
facilitates unauthorised access by external parties.Here is
important information on how to protect the web module

1 Safety Instructions

and make it highly secure against unauthorised access.

Settings of the CG-S web module
Password protection:

Password protection is extremely important to prevent
unauthorised and unwanted access by external parties.
Certain rules must be therefore followed when setting a
password:

*The password should be at least six characters long; the
longer the better. It should contain upper and lower case
characters and special characters and numbers
(?1%+...).

¢ Do not use the names of family members, pets, your
best friends, favourite stars or their birthdays or similar
setups.

e Passwords should not be listed in dictionaries if possib-
le.

e Passwords should not contain common patterns or
repeated patterns or keyboard samples, e.g. qwertz or
abcd1234 and so on.

e Adding simple numbers at the end of a password or a
special character e.g. $ | ? #, at the start or end of an
otherwise simple password is also not recommended.

The CG-S web module requests that the user sets a new

password at the first logon to replace the default pass-

word. Failure to do so facilitates hacking enormously.

When setting a new password, the password quality is

shown with colour codes for assistance.

Use in a network, e.g. intranet

General instructions to managed network hardware, e.g.
routers, switches etc.

e Keep your firmware up to date!

¢ Change the default password of the device!

¢ \When configuring the router, disconnect the device from
the network!

e Set up a firewall with MAC address filtering!

¢ Activate DDoS protection (Distributed Denial of Service)
e Block unneeded ports and protocols

¢ Deactivate the unused features of your router!

¢ Deactivate remote access to your router!

Additional instructions to WLAN components

e Configure your access point using secure channels. The
access point should be set up and administration perfor
med through a wired connection and not using wireless
access.

* Modification of the network name (SSID)

e Activate an encryption method, at least WPA

e Encryption using the default WEP is unsecure and not
recommended.

e Use a complex password consisting of at least 20 cha-
racters to protect your WLAN, because so-called offline
attacks can be made even without an active network
connection.

e Deactivate the WPS-PIN procedure!

e Turn on your WLAN only when in use.

Further recommendations and best practices are listed in
the EATON whitepaper "“Cybersecurity considerations for
electrical distribution systems"” available via a search engi-
ne with the search key word ,WP152002EN" for down-
load as PDF file.
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5 Installation

5 Installation

/N NOTE

For the mounting and operation of electrical apparatus,
the respective national safety regulations as well as the
general rules of engineering will have to be observed!

5.1 Mounting

Pay attention to tempera-tures outside the permitted
range during operation. The permissible ambient tempera-
ture may not exceed 55°C.

The module was designed for DIN rail mounting (2TE) to
be only mounted in the cabinet. An external mounting out-
side the LP-STAR Unit is not permitted.

5.2 Electrical connection

Network
connection Service
RJ45 Pin
Status/
Failure LED

24V DC from

LP-STAR Unit
Connection

of the 6-pole
data cable to
the control
unit CSU

5.2.1 Electrical connection to the CSU (LP-STAR)

The webmodule LP-STAR is supplied with 24V DC of the
LP-STAR Unit. The PE connector must be connected to
the protection earth (PE) in the LP-STAR UNIT.

Note: The DC-DC inverter can supply max. 20 pcs. further
DLS/3Ph-busmodules/TLS-modules! The 6-pole data cable
connects the webmodule with the CU control unit:

Placement of the webmo- Connection of the webmo-

dule in the LP-STAR dule
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5.3 Commissioning the Webmodule on the control
unit

After connection of the power supply (24V DC), the web-
module needs up to 1.5 minutes for booting. After the
booting, the red LED of the webmodule flashes slowly. To
log on the webmodule on the CU control unit, the service
pin of the webmodule must be pressed for approx. 1
second. The menu ,,webserver setup” appears in the dis-
play of the control unit of the ZB-S / AT-S+. During the log
on procedure the display shows a lot of question marks.
After approx. 3-5 seconds the display shows the standard
settings of the webmodule:

18 EFe3R 19 67,17
irstal lad B
OHCP: i
IF: 192,163, 1.288
MRS 255, 255,255, @

= - Fo
S

The webmodule gets automatically activated to the con-
trol unit, which is displayed by the red LED (some
seconds) of the control unit and the webmodule. After 1-2
minutes the procedure is finished and the webmodule is
ready to operate.

‘Butnats-
hﬂhiﬁ'hmm

Roatty Bwhu&o-w Fdlulb
for Sahety Sorvices

LED-display of the webmodule:
e Green LED on:

e registrated on control unit + normal operation
e LED flashes red/green:

o Reset of the webmodule to factory default
e LED flashes red:

o Webmodule not registrated on control unit
e LED flashes quickly red:

e No connection to the control unit

Service pin of the webmodule:
e Press the service pin for:

e < 3 sec.: Register/unregister of the webmodule on
the control unit (CSU)

e > 10 sec.: Reset to factory default

/\ ATTENTION

All programmed data get lost!

5 Installation

5.4 Deactivate the webmodule on the control unit
The webmodule can be deactivated on the control unit.
For this, the service pin of the webmodule has to be
pressed for approx. 1 sec. The screen showed in the pic-
ture above appears. With the push button , arrow left” or
Larrow right” the webmodule can be set as ,,not ins-
talled” Press o.k. and back with menu button. Now the
webmodule is offline and the red LED flashes slowly.

During activities on the control unit of the ZB-S /AT-S+,
e.g. programming of luminaires, it is possible that the
connection between the control unit and the webmodule
is interrupted for a short time. This gets displayed by a red
LED on the control unit or rather on the webmodule.

Furthermore the webbrowser shows ,data is synchro-
nized” The connection will automatically be restored after
a short time.

5.5 Monitoring via an internet browser
Functional schematic: IP: 192.168.100.5

Direct access via
|P-adress,

g.: 192.168.100.5 _.'.'.5—- LP-STAR

LAN
with HTTP via TCP

IP: 192.168.100.6

The webmodule allows a visualisation of a ZB-S/US-S cen-
tral battery system or an automatic test system AT-S+ via
ethernet.If the device shall be installed in a factory intra-
net it is necessary to get all required information, like net-
work settings or mail settings from the IT-department in
charge (see chapter 6.5, Settings)

Standard IP-address in factory default is: 192.168.1.200
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6 Handling LP-STAR

6 Handling LP-STAR
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This site is not secure
This might mean that someone’s trying to fool you or steal any info
you send to the server. You should close this site immediately.

9 Go to your Start page

Details

Your PC doesn’t trust this website’s security certificate.
The hostname in the website’s security certificate differs from the
website you are trying to visit.

Error Code: DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_CN_INVALID

Go on to the webpage (Mot recommended)

i

38

! B

Windows Security

Microsoft Edge

The server 192.168.1.200 is asking for your user name and

password. The server reports that it is from Webmodul_CG-5.

User name

Password

ATTENTION

At the first start of a web-
browser, it can take up to
15 sec., until the access to
the website is possible.

Due to a secured connec-
tion to the webserver, it is
necessary to use https://
XXX XXX XXX XXX (ip-
address). With factory
default 192.168.1.200 will
be the right address:
https://192.168.1.200

A message with an invalid
security certificate
appears. This is harmless.
Continue with “Go on to
the webpage”

Note: This website and
message can be different
in dependence of used
web browser.

Following dialog box with
user/password appears.

Without enter of the user
name and password, con-
tinue with "OK"
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Please set passwords now

Usar: (Admin
Password: |ssssssss :-Llinimum G letters
Ret ] e ower case
o ElUpper case

Accept unsecure password (Min. & letter + 2 additonal Elnui: =] BNumbers
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s FITAA

6 Handling LP-STAR

/N NOTE

With the first Login, it is
neccessary to set a new
password.

A secure password must
fulfil minimum the first
plus two following criteria:

e min. 6 letters

e min. 1 lowercase letter
e min. 1 uppercase letter
e min. 1 number

e min. 1 special character

During enter of the pass-
word a view displays
whether the above criteria
are fulfilled. A red cross
indicates if not all criteria
are fulfilled and accep-
tance of the password is
denied.

If above criteria are ful-
filled this is indicated with
a orange or green tick and
the password can be
adopted via “Set new
password"”

If for any reason no secure
password is desired, the
request for criteria can be
deactivated by ticking
“Consent to insecure
password” Simple pass-
words can then be speci-
fied but this is not recom-
mended due to security
reasons. The password
can be reset at any time
via “Modify password”

ATTENTION!

If the password is lost, it
is only possible to reset
the webmodule to factory
default (Service Pin > 10
sec.).
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6.1 Submenus LP-STAR

6.1 Submenus LP-STAR

6.2 Overview LP-STAR

B O O easmesmaim &

F After successful login the

- a
E O @ | D memene meE - * = L& -

mask ,,Overview ZB-S“
appears by showing all

E:1°N relevant statuses of the sy-
P B Wiide stem (control unit), battery
T (1) (1) and charging unit as well
as display of the next
automatic test (FT/BT) and
software information on
10 July 2017 - 14:13 the control unit ZB-S.
The statuses are shown
coloured:
Systan izl green: function o.k.
Status Circuits ; 2728V yellow: FT/BT runs
InputCutput e LA - : red: function failure
Settings Luminaire failure
Mail messages When logged in as
. ot func »=admin“ it is possible to
e 0 |F— push the buttons for the
o following commands: @:
Other webmoduls e start function test*
e reset deep discharge
protection
*Due to security reasons (remote access) and after starting a function test, you must Choosing the menus on

the left side you get in the

wait for 30 minutes before starting a new function test. The remaining time is displayed marked submenus. 9

on the button. The function test functionality is deactivated during the remaining time.
If for special reasons several consecutive function tests are required, these must be
started on the system on location.

6.3 Overview final circuit

BB O wme g < 4

€ 0D G Do mmineg

E:T-N

Powring Busingss Werldwde

Admin
Log oul
change password

20 July 2017 - 07:44

LP-STAR links

System status
Stalus Circuils
Input/Output
Sallings

Mail messages
Modbus
Contact
Service

Other wabmoduls

Circuit 4

Circuit 4

In picture “Status Circuits”
€ the status of the indivi-
dual circuit @ will be dis-
played.

e Status: Sum status cir
cuits

e Fuse: Outgoing fuse of
the circuit

e Overload: Overload dis-
play of the circuit

Meaning of the colours:
e Red: Failure
e Green: OK

@ With a click on the indi-
vidual circuit the appen-
dant mask starts.
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6.3.1 Circuit picture

e
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Admin
Log out
change password

20 July 2017 - 07:44

LP-STAR links

System slatus
Status Circuits
InputiChutput
Settings

Mall messages
Modbus
Contact
Service

Other webmeduls

6.4 Input / Output

5 weniramai % |

20 July 2017 - 0745

:

5

b0 @ | Dot masmm

©
(=)

System status
Status Clreuits
- Q
—
Sattings
Mail messages —
Modbus | —
Contuct | —
Service ool e
{ —
omerweoross | ST
|Low 12 =

i
(]

©

Timer 2

6.1 Submenus LP-STAR

The circuit picture shows
the status of the circuit
and the status of installed
luminaires incl. destination
text and switch assign-
ment.

The to-be states of the
luminaires are displayed as
follows:

e Grey: switched OFF
e Yellow: switched ON

e Red: Failure

The menu Input/Output

shows the status of
the optional inputs
which must be program-
med as switch, relay out-
puts €, LON switches
Oand Timer @.

e Grey: Function
not active

® Yellow: Function active

If the internal timer on the
LP-STAR control unit is
deactivated, the Timer
times and week days

are crossed out in the pic-
ture.
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6.1 Subm

6.5 Settings

enus LP-STAR
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e 3 In the picture "Settings”
@ it is possible to set up
the main settings of the

web server:

T
Admin
Log out

change passwand

20 July 2017 - 0745

LP-STAR links

o User administration:
Enter of new user with dif-
ferent access rights, which
can activated/deactivated
with a tick.

After confirmation via
“Save” a message appear,
to enter a password for
the new user.

€ Website setup:

e Selection of the langua-

ge

e Update interval of the
webpage (standard is
60 sec.)

0 Network

setup IPv4: Please contact the IT-department, which dictates the parame-

ters in the intranet:

e |P-address:

obtain automatically

-> |P-address gets awarded over DHCP-server

e |P-address:

for static IP-address use following values

-> static IP-address

o |P-address: xxX.XXX.XXX.XXX

e Subnet

e ateway:

Mask: XXX.XXX.XXX.XXX

XXX XXX XXX XXX

o DNS server: xxx.xxx.XXX.XXX

0 Network
department,

setup IPv6: The webmodule supports the new IPv6. Please contact the IT-
which dictates the parameters in the intranet, e.g. DHCP or IP-settings.

O E-mail options: The LP-STAR webmodule has an integrated mail-client, which can
send an Email to up to 5 email-addresses in case of an adjustable event (see chapter 6.6.

.Mail messa
(e.g. POP3 0
TLS or SSL/T

10

ges”). You get the necessary information from your relevant |T-department
r SMTP server) Please note the required “Encryption” which can be START-
LS.
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6.6 E-Mail messages

B0 5 omeraname

- a
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change pasmwon
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LP-STAR links

6.7 Modbus/IP

B0 5 omeraname

- a
< O @ | D o WM x| = L &

20 July 2017 - 07:47

LP-STAR links

System status
Status Circuits
InputiOutput
Settings

Mail messages
[ 2 )
Contact

Senice
Other webmoduls

Modbus port: Default on port 502, but changeable if desired
Modbus Master IP: |[P-Address of the Modbus master
Modbus Master Mask: Subnetmask of the Modubus master

The new settings will be overtake first, with click on ,save’

6.1 Submenus LP-STAR

In this menu it can be cho-
sen in which case of failu-
re an Email shall be send,
e.g. after a functiontest
with detailed status infor
mation.

The webmodule LP-STAR
contains an integrated
Modubus/IP-interface (2) ,
which allows a connection
to a modbus based buil-
ding management system
(BMS) of the LP-STAR sys-
tem. A complete Modbus
interface description is
available separate, e.g. via
the customer center, or as
download from
www.ceag.de

Modbus settings€):

Modbus active: With a
hook the modbus interface
can be activated.

Sum failure priority 2: If
this function is activated, a
luminaire failure is not
include in the sum failure.

Password protection: A
password protection can
be activated here, if a
password protection is
desired.
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6.1 Submenus LP-STAR

6.8 Contact

IR

¢ (R T —

F:1°N

Powsang s Wit

Great Britain
Contact address

COOPER Lighting
Wheatley Hall Road

e-Mail: info@cooperis,co.uk
Internet; hitpifwwiv.cooper-|s,com

12

In the menu ,, Contact” @
a responsible contact
address for CEAG pro-
ducts appears, according
to the selected language.
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6.9 Service

On the ,,Service” screen, transmission statistics and web
module information can be read out, commands trigge-
red and an FTP server started for carrying out a secure
firmware update.

B @ O mevamng X W

3 O @ | et 1408130 ey

Transmission fallnn:o

Statistic sinca: 10,0717 - 13:44
Total transfered blocks: 2173
10 July 2017 - 14:51 Absohfin ransmission amors: 0

Relative arrors: 0
LP-STAR links '““ meouts: $60.0
System status Webmodul commands:
Status Circuits | Festart Wotrmocki__|
InpuOutput [ ooy}
Settings EETTTETT
Mall mossages T
Modbus
Contact Modul information: e
Softwara varsion: Z274.4 (May 15 2017 - 07:121T)
Sarici Hardware version: 0
Other webmeduls System type: LP-STAR

Serial nurnbar: 33003C001351353339363530COFCO0CO
Free drive space: 120.4 MB/ 1216 MB

Firmware update: 9

FTP server stopped

6.10 Additional webmodules

Admin
Login
Leg cul

21 July 201709556 | 10-Mo a3 (8] 108836

Status ZB-S

Status SKU's

DLS/TLS / 3PhM
Settings

Mail messages

Meodbus

Contact

Other webmoduls e

2ZB-S Anlage Rainer 10.88.36.149 00:40:00:31:78.6F 2355903 Failure

6.1 Submenus LP-STAR

@ Transmission faults are
displayed here. These
may provide infor-
mation with network
problems.

@ The following com-
mands enable:

e The web module to be

rebooted

e The web module to be
reset to its state of sup-

ply

e A service PIN to be
sent, enabling the web
server menu to be
shown in the display of
the LP-STAR

e A test mail to be sent
for testing the mail
function

© To carry out a firmware
update the FTP server
of the web module
must be activated be-
forehand. The .bat file
for the update can then
be executed.

This menu e shows all
installed ZB-S, AT-S+ and
LPSTAR webmodules
in the network including
their addresses and acutal
status. The device name
in bold shows the current
webmodule on which
website you are at the mo-
ment. Choose webserver
by clicking on its name,
than the relevant mask
will appear This function
,other webmodules® uses
broadcast to find the other
webmodules in the net-
work. If no webmodules
appear in this menu, even
if there are modules in-
stalled, the network blocks
broadcast communication.
In this case it is necessa-
rv to creat a manual list
(see chapter 6.10.1
,Create manual list").
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6.1 Submenus LP-STAR

6.10.1 Create manually list

B O O esmeamam

+ -

< LSRR - T P —

20 July 2017 - 07:49

System status
Status Clreuits
Input/Output
Settings

Mail messages
Modbus
Contact
Sarvice

Create manual list:

192.168.1 200LP-STAR links.

T
mer=re €
example:
192.168.1.200:Webmodul Halle 1
192.168.1.202

ADDP Updale inlerval sec.: (60

192.168.1.201:Webmodul Halle 2 o

m

[

B D wamecamais X & &

- a
L O @ | D s MAMALIE g = L e
i
E:T-N
[ r——
| loggedinas |
fdmin Create manual list:
change passiword
192 168.1 200:LP-STAR links.
20 July 2017 - 07:49 | |192 188 1 144-LP.STAR Floor 3 o
AT ||1oe ve8 v.18042.5TAR Fiaar 4
S YT |19 6 15s e TAR Floar s
System status
Status Clreuits
Input/Output
Saftings
Mail messages
Modbus
ADDP Updale interval 6. |60
Contact
T e
Sarvice
EETEITTETT
Cther webmoduls
example:
192.168.1.200:Webmodul Halle 1
192.168.1.201 Webmoadul Halle 2
192.168.1.202
14

To create a manual list @),
please enter the IP-
address of the other web-
modules as follows:

W XXX XXX XXX ]
Text 1.\Webmodule

XXX XXX XXX XXX ]
Text 2.Webmodule

Example see below of the
Figure @. It is possible to
try ,,.Search webmodules”
in the network €

The detected webmodules
will be automatically
entered in the list @.
With ,Save" @ the
changes will be applied.
The procedure can take
approximately up to 10
minutes, until all webmod-
ules will appear.
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Notes

Notes
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